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A.1 Budget breakdown and project summary

A.1.1 Overall budget breakdown for the project
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Part. | Short RTD Dem | MGT Oth | Total Rcpt | EC Cont.

Name
1 UNEW 2343053 0 833101 0 3176155 0 2587390
2 Aabo 1519800 0 8000 0 1527800 0 1147850
3 Bosch 2292500 0 8000 0 2300500 0 1154250
4 Cetic 666776 0 163000 0 829776 0 663082
5 Clearsy 631830 0 4000 0 635830 0 319915
6 ETH 1258866 0 8000 0 1266866 0 952149
7 UDUS 715284 0 8000 0 723284 0 544463
9 SAP 2289090 0 58455 0 2347545 0 1203000
10 Siemens 552000 0 4000 0 556000 0 280000
11 SSF 596000 0 4000 0 600000 0 451000
12 Systerel 1618334 0 8000 0 1626334 0 1221750
13 Soton 2033535 0 10000 0 2043535 0 1535151

Total 16517068, O 1116556 0 17633625 0 12060000
UNEW have added 04000 Nokia management to their manag
UNEW have added 0124990 EU contribution to their budg
UNEW have added U76500 EU contribution to tlhss)r budge
Sout hampton have added 076500 EU contribution to thei
costs)
UDUS have added 030000 EU contribution to their budg
costs)

6Project summary

The oveall aim of the DEPLOY Project is to make major advances in engineering methods for dependable
systems through the deployment of formal engineering methods. Formal engineering methods enable greater
mastery of complexity than do traditional software engimgeprocesses. It is the central role played by
mechanicallyanalysed formal models throughout the system development that enables mastery of complexity.
As well as leading to big improvements in system dependability, greater mastery of complexityaddstole
greater productivity by reducing the expensive-tegiugrework cycle and by facilitating increased reuse of
software.

The work of the project is driven by the tasks of achieving and evaluating industrialptaketially by
DEPLOY's industriapartners, of DEPLOY's methods and tools, together with the necessary further research on
methods and tools.

The industrial deployment will be in four sectors each of which is key to the future of European industry and
society: automotive, rail transpoii@t, space systems, and business information. DEPLOY will deliver methods
and tools that:

1 Will support the rigorous engineering of complex resilient systems from high level requirements down
to software implementations via specification, architecturedatailed designs;

T will support the systematic
requirement for high productivity and requirements evolution;

reuse and adaptation

1 Will have been fieldested in and adapted for a range of industrial eeging processes;

=

Will be accompanied by deployment strategies for a range of industrial sectors;
1 Will be based on an open platform (Eclipse) and will themselves be open.
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The project is structured into 14 workpackages (WPs): 4 WPs on industrial deptpgmernn each of the 4
sectors, 3 methodological R&D WPs, a tooling R&D WP, a technology transfer WP, an evidence WP, 2

management WPs and 2 dissemination and exploitation WPs.

A.1.2 List of beneficiaries

Beneficiary Beneficiary name Beneficiary | Country

No short name

1-coordinator | Newcastle University Newcastle | UK

2 Aabo Akademi University Aabo Finland

3 Bosch Bosch Germany

4 ?gg;r:ofggligscecllé_r;fl:ce in Information and Communication CETIC Belgium

5 ClearSy ClearSy France

6 ETHZ: Swiss Federal Institute of Technology, Zurich ETHZ Switzerland

7 Heinrich-Heine Universitat DUsseldorf ubUS Germany

9 SAP AG SAP Germany

10 Siemens Transportation Systems Siemens France

11 Space Systems Finland SSF Finland

12 Systerel Systerel France

13 University of Southampton Southamptor] UK
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B.1 Concept and objectives, progress beyond statd-the-art, S/T
methodology and work plan

B.1.1 Concepts and project objectives

B.1.1.1 Purpose and motivation
In this section we explain the aims of DEPLOY and outlineniiéivation and expected outcomes.

Summary of DEPLOY

As highlighted by the FP7 ICT Workprogramme, the order of magnitude increase in the complexity of future
systems over todaybés systems poses major neswhatetngi nee!l
achieving dependability of future systems will require huge advances in system engineering nigtbods.

overall aim of the DEPLOY Project is to make major advances in engineering methods for dependable systems
through the deployment of formal eng@ming methods-ormal engineering methods enable greater mastery of
complexity than do traditional software engineering processes. It is the central role played by mechanically
analysed formal models throughout the system development that enables roastamplexity. As well as

leading to big improvements in system dependability, greater mastery of complexity also leads to greater
productivity by reducing the expensive tegtbugrework cycle and by facilitating increased reuse of software.

The work ofthe project will centre on, and be driven by, the tasks of achieving and evaluating industigd, take
initially by DEPLOY's industrial partners, of the DEPLOY's methods and tools, together with the necessary
further research on methods and tools. Througlhe lifetime of the project, the DEPLOY methods and tools

will be intensively deployed in real industrial settings by the industrial partners in order to tension them against
the industrial imperatives of cesffectiveness, scaling and ability to copith evolution of requirements. The
indudrial deployment will be in fousectors each of which is key to the future of European industry and
society: automotive, ratransportation, space systems dginessnformation These sector deployments will

each be led by a partner who is a major player in their sector (Bosch, Siemens Transportation Systems, Spac
Systems Finland and SAfspectively). The industrial deployment partners are committed to improving their
development processes in order to meetahgineering demands of future systems.

DEPLQOY will capitalise on the latest research from FP6 on formal engineering methods and tools along with
related research on combining formal engineering methods with methods for resilience engineering. DEPLOY
will deliver major new advances over these existing methods and tools. The teckprolidgr partners of
DEPLOY have contributed to these existing FP6 results enabling the project to take advantage of their existing
research and development base (Newcadtierersity, Aabo Akademi University, CETIC, ClearSy, ETH
Zurich, HeinrichHeine Universitat Dusseldorf, Systerel and University of Southampton). The rich and
complementary mix of expertise with engineering challenges from the industrial deployment pgagegrsr

with the extensive technology base of the technology providers encompasses a consortium which is ideally
suited to addressing the DEPLOY aims and which is unique in Europe and indeed internationally.

The experience and requirements of the indalstieployment will continually feed back into the research and
development of the DEPLOY methods and tools. The resulting DEPLOY methods and tools will be much more
useful to a wider range of industry than earlier work from the formal methods communttyeféollowing
reasons:

1 They will support the rigorous engineering of complex resilient systems from high level requirements down
to software implementations via specification, architecture and detailed designs.
1 They will support the systematicreuseand apt ati on of models and softwar e
requirement for high productivity and requirements evolution
1 They will have been fieldested in, and adapted for, a range of industrial engineering processes
1 They will be accompanied by deplognt strategies for a range of industrial sectors
1 They will be based on an open platform (Eclipse) that is alreadyswetiorted and used by industry, and
will themselves be open
In order to achieve these results, the consortium has already identiftegf firtearch issues that DEPLOY will
need to pursue: on requirements validation and evolution, on reuse of models and software and on engineering
for dependability including resilience, security and reliability; these are needed by industry but are not
sufficiently well supported by current methods. This research will feed into the development of a powerful
modelling, validation and verification toolset, based on Eclipse, that scales to problems of industrial size and is
open to further extension and adajota.
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Dependability and Formal Engineering Methods

The consortium sees theroblem of building dependable, walichitected and evolvable compubased

systems ascrucial to the future ofEuropeani ndustry at | arge and not j ust
dependability is defined as its ability to deliver a service that can be trusted in a justifiahl@ evaghieve the

required level of dependability, systems must be engineered in such a way that they deal with both accidental
and malicious faults thatome from within the system or from the system environment. From its considerable
experience of building large complex systems, the consortium has strong evidence that dependability can be
achieved for such systems through the use of formal engineeritgpadsethat are grounded in mathematical
modelling and analysfs Modern formal methods support modelling and reasoning at multiple levels of
abstraction enabling a systematic engineering flow from requirements specification, via architecture to detailed
desgn and implementation. An engineering flow based on formal methods can exploit powerful automated
validation and verification technology to ensure consistency between levels. Verification of consistency between
abstraction levels, known asfinementprovides deep insight into and strong assurance of system dependability.

A refinementbased approach enables mastery of system complexity through tractable abstract models of
behaviour and architecture. Besides system dependability, the use of tractable ofodethitecture and
behaviour also enables greater reuse and sound evolution of engineering effort. Reuse is important for increased
productivity while design evolution is important for coping with changing system requirements. Furthermore,
experience stws that deploying formal modelling and analysis early in the developmewttife can reduce

costs in the long run by reducing the expensive test and debug cycle and by providing more reliable services to
users during system operatfon

Design for Resilience

To build trustworthy systems developers need to incorporate appropriate resilience mechanisms in their design in
a systematic way to ensure that these systems continue providing the expected serviee ah vagious
erroneous conditions in the systems and their environments. Complex modern applications constantly face a
wide variety of such conditions (caused among others by malfunctioning infrastructures, environmental hazards,
malicious intentions, sboiare defects, degradation of services provided by components and component
mismatches) that can have potentially damaging consequences if these mechanisms are not in place. Resilience
is understood here as the requirement to be able to adapt to negatit® and conditions (this term is used to

cover several relevant concepts, such as fault tolerance axiteabifg). ICT Challenge 1 of FP7 states that the
future infrastructures will need to guarantee resilience compatible with software platformageacbmplexity

and scale that are an order magnitude greater than those of today's infrastructures. To be effective, resilience
needs to be engineered in from the earliest stages of system design. The implication for DEPLOY is that our
formal engineeringnethods must incorporate design for resilience at all stages. The success of the industrial
deployment of advanced engineering methods will largely depend on their ability to enforce and support design
for resilience. DEPLOY will combine formal methods ateskign for resilience in the engineering of dependable
systems.

Coherent LargeScale Integration of Deployment, Research and Development

Achieving deployment will involve a synergistic mix of scientific research, technology development and
technology deglyment. Deployment activities will be performed throughout the lifetime of the project and the
needs and experiences of the deployment activities will drive the research and development activities.
Technology development will be underpinned by scientiBsearch and both will be validated through
deployment. As well as playing the role of research and development drivers and validators, the deployment
activities will also play the role of technology demonstrators in the later phases of the project. Weélalvill
organisational structures that ensure the results of DEPLOY are exploited beyond the lifetime of the project.
Because of the range of activities involved, a synergistic mix of deployment, research and development can
only be achieved in a coherenayas a largacale integrating project (IP).

Four Sectors

Deployment will be in foursectors each of which is key to the future of European industry and society:
automotive, rditransportation, space systems &odiness information. It is essentiat foproject of this nature

to cover a range of sectors as each of these sectors brings with them different needs. Each of the sector leaders
in DEPLOY has already identified priority challenges in dependable systems engineering for their sector. These
secbr priorities complement each other to provide a broad coverage of engineering challenges. The initial phase
of DEPLOY will involve intensive training for the industrial partners on stdtthe-art formal methods and

tools. The training will be followedyba phase opilot deploymenbn industrial products in each sector. The
experiences of the pilot deployment will feed directly into the further advancement of methods and tools. These
advances will then support the second phastnsive deploymeint each sector addressing productlewel
challenges. After each deployment there will be a phase involving rigorous evaluation of the industrial impact
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of the deployments along with the development of strategies for future deployment. The full workproggamme
described in SectioB.1.3.

Success and Impact of DEPLOY

Methods, tools and ample experience exist to suggest that formal methods technology can bring significant
benefits at affordable (and reducing) éoshdustrial deployment of formal methods is not achieving its
potential because many formal engineering tools do not scale well, do not deal well with requirements evolution
and do not fit well with existing engineering practices for dependable systemsvilWsucceed in our
deployment aims because we will focus on industrial deployment problems including dependability, scalability
and evolvability, because we will conduct large simultaneoydogiment in fourmajor industrial sectors,
because we will prade a professional open source development environment for formal engineering methods
and because the industrial deployment partners are committed to further improvement of their development
processes. The professional development environment will builtherexisting successful Eclipbased

RODIN environment. The core business of the industrial partners is the construction of -crfies,
businessritical and missiorfcritical systems. Such systems are required to have a high degree of dependability
The industrial partners know that achieving greater system dependability is essential to maintaining the
competitive edge they currently enjoy through their excellence in engineering. Particular engineering problems
for the industrial partners includeetidifficulty of requirements validation, the rapieiyowing complexity of

system testing, the difficulty of maintaining quality and safety of systems under evolution and the problems
caused by trying to integrate components of diverse origin. DEPLOYaddliess all these issues, helping the
industrial partners to achieve real improvements in their engineering processes and, in the longer term, will lead
to improvements in European industrial practice more generally.

Building on Existing FP6 Results

DEPLOY is timely because odern formal methods and tools are now reaching a degree of maturity and
sophistication that allows them to be deployed on system development projects in industry. Seven of the
DEPLOY partners are involved in the FP6 ROPKRigorous Open Development Environment for Complex
Systems, 2002007) project which has already delivered an extensible open source platform, based on Eclipse,
for refinememthased formal methods along with a bodywafrk on formal methods for dependable systems.
DEPLOY will exploit and build on these results. As is the case in RODIN, DEPLOY will use the-Bvent
formal method as a basis but will also explore extensions and other formal approaches where appropriate. The
industrial deployment partners are ready and eager to exploit the results of RODIN and to contribute to the
further research and development required to achieve industrial deployment of formal engineering methods.
Besides RODIN, other relevant FP6 projectsadrich DEPLOY can build include MOBIUS, which is building

an Eclipsebased toolset for validation of Java code, MODELPLEX, which is applying thefeemmal UML
modelling notation to complex system design, SERENITY, which aims at providing security amideitity

in Ambient Intelligence systems, and the ReSIST Network of Excellence on resilience for survivability.

B.1.1.2 Scientific and technological objectives

The overall aim of the DEPLOY Project is to make major advances in engineering methods for dependable
systems through the deployment of formal engineering methods. We will achieve this with a coherent
integration of scientific research, technology development and industrial deployment of the technology. The
complementary expertise and technological bas¢hefindustrial deployment partners and the technology
provider partners will be combined to achieve the following scientific (S) and technological (T) objectives:

1. Achieve strong knowledge and skills in the industrial deployment partners on the use tifg exis
refinementbased formal engineering methods. Training will be provided by the technology providers (T)

2. Achieve deep understanding by the technology providers of the industrial-spetific challenges. The
understanding will be provided by the inthied deployment partners. (T)

3. Achieve deployment of refinemebtsed formal methods in the engineeringedésted products in each of
four industrial sectors (automotive, transportation, spamnd business iformation sectors). The
deployment will be adkved by the industrial partners supported by the technology proyiters

4. Achieve methodological advances that provide enhanced support for

0 Validation, traceability and evolution of system requirements (S)
0 High levels of productivity and reuse in systeemgineering (S)
0 High degrees of system dependability including resilience, security and reliability (S)
5. Achieve tooling advances that provide enhanced support for
0 Userfriendliness and integration with existing industrial processes (T)
o Powerful simulatiorand automated analysis of formal models (S,T)
o Powerful formal verification support (S,T)
0 Extensions to mathematical modelling languages to support sector specific and methodological
needs (S,T)
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The methodological and tooling advances will be achievedhéyechnology providers with requirements
coming from the industrial deployment partners. The extensive results of RODIN will be taken as a starting
point.

6. Identify further scientific and technological requirements on formal engineering methods through the
industrial deployments and adapt the research and development workprogramme accordingly. This will be
achieved by all partners together. (S,T).

7. Provide an evidenebased assessment of the effectiveness of the industrial deployment of formal methods.
Thiswill be achieved by all partners together. (S,T).

8. Deliver strategies for the integration and deployment of formal methods in-spettific development
processes. This will be achieved by all partners together. (T)

The methodological and tooling advanoastlined in Objectives 4 and 5 above were identified as being

essential for effective deployment of formal methods based on the collective experience of the consortium.

They are elaborated further in Section B.1.3. As outlined in Objective 6 above, waonitor the industrial

deployment activities on a regular basis for ways in which our understanding of the required advances need to

be adjusted and new advances identified and acted on.

B.1.1.3 Measurable outcomes

The detailed workprogramme described later ict®n B.1.3 will enable us to achieve the following
measurable outcomes during the lifetime of DEPLOY:

1 Each industrial partner will achieve real deployment of formal engineering methods and tools in
development of products. The precise nature of the gegot in each sector will be outlined in
SectionB.1.3.

1 Each industrial partner will become self sufficient in the use of formal engineering methods within the
lifetime of the project

1 The deployments will enable us to provide scientifically valuable atsefacluding

o Formally developed dependable systems
0 Results of systems analysis including a rich repository of models, proofs and other analysis
results

1 The deployments will also enable us to provide a thorough assessment of formal engineering methods
through

o0 Productivity and dependability metrics from deployment
o Assessment of the tools and methods
o Collecting experiences both positive and negative
1 By extending the mathematical foundations of formal methods we will deliver research advances in complex
sydems engineering methods that enable
o High degrees of reuse
o High degrees of dependability
o Effective systems evolution that maintains dependability

1 By building on the existing RODIN tools platform we will deliver a professional open development platform

based on Eclipse that
o Provides powerful modelling and analysis capabilities
o Is highly usable by practising engineers
o Istailored to sectespecific engineering needs

1 Through the experience and insights gained in the industrial deployments we will detitegiet that
enable the integration of formal methods and tools with existing sgegmific development processes

1 We will put in place an organisation which will be the home of the open platform: its role will be to provide
central support of the docuntation, the training for and the maintenance of the platform

1 We will set up a body made of industrial users and technology providers whose role will be to coordinate
technical decisions on the open platform

1 We will deliver training material and courses eang general and sectepecific formal engineering
methods

The following table lists target outcome indicatorséanvice/software engineering approaches and strategies
and technologies enabling mastery of complexity, dependability, and behavioural siiity:

Project level targets

Train engineers in each of the fodeployment partners in advanced formal engineering methods
including EvertB and the DEPLOY tool platform. Between 5 and 10 engineers will be trained at eal
deployment site.
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Deliver engirering solutions to specific problems experienced by the industrial deployment partne
Problems include:
1 Difficulty of requirements validation
1 The impossibility of comprehensive system testing because of rapidly growing comple
1 Difficulty of maintaining quality and safety of systems under evolution
1 Difficulties caused by trying to reuse and integrate components of diverse origin

Demonstrate successful deployment of the methods and tools in developing reakingsistems in
each of the fousectoreof DEPLOY.

Achieve acceptance of the DEPLOY methods and tools by the industrial deployment partners, bot
research and business units. Acceptance requires convincing evidence that the proposed develop
approach solves real engineering problems, is@mically viable and integrates with existing
industrial engineering practice.

Assessment of formal engineering methods based on the measurements made in the deployments

Achieve advances in formal engineering methods addressing requirements traceaibdéyand
dependability. These advances will serve as requirements on tools and will be published in peer
reviewed conferences and journals.

Provide an open source repository of eclipased tools for model construction and analysis. We
anticipate thaiser community to be in the order of several hundreds in the first few years..

Publish 80 papers in pesgviewed articles in conferences and journals on formal methods, software
engineering, dependability, systems engineering

Dissemination activities:did two scientific meetings on formal engineering methods for
dependability. We anticipate 50 participants in each workshop.

Dissemination activities: hold foundustry dgs each targeted at the faectors represented in
DEPLQY. We anticipate 50 paripants in each workshop.

Produce six PhDs in formal methods and dependability

The following table provides indicators outlining how DEPLOY will impact European industry:

Efficiency and productivity in software The provision of industrial@ployment strategies for formg
development engineering methods in a range of major European
industrial sectors that will allow these and other industrig
sectors to increase productivity and achieve greater levg
of dependability through mastery of complexity.
Improvements in productivity and dependability will help
to improve further the competitive edge of European
industry especially in the automotive, transportation,
business systems and space sectors.

Open and standard platforms and interfaces | The tailoring angrofessionalisation of the DEPLOY ope
development platform for formal engineering methods w
create new business opportunities for tool vendors, notg
for SMEs.

B.1.1.4 Relevance to the FP7 ICT Workprogramme

ICT Challenge 1 of FP7 is concerned with tleRsive and Trusted Network and Service Infrastructures of the
future. The ICT Challenge 1 Workprogramme identifies the difficulty of achieving system dependability as a
bottleneck in the delivery of future systems. Key dependability requirements ieéntifthe workprogramme
include robustness, resilience, trust and security. From our combined experience, the DEPLOY consortium is
convinced that the future deployment of formal engineering methods is essential to overcoming the
dependability bottleneck.

DEPLOY is targeted at Strategic Objective 13007.1.2 Service and Software Architectures, Infrastructures
and Engineering. In particular we are focusing on the engineering aspect of this objective. Outcome (b) of
Objective IST2007.1.2 calls for engineegnapproaches for systems with dependable quality and reliability.
Outcome (c) calls for strategies for enabling mastery of complexity, dependability and behavioural stability.
There is strong evidence that deployment of formal engineering methods wik ¢imalmastery of complexity
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and dependability in system desigidEPLOY will develop deployment strategies for the use of formal
methods in dependable systems engineering that enable the provision of rehakiiltependability guarantees.
These strategies will be enabled by the provision of a professional open source development platform for
dependable systems.

The intended impact of Objective 1£2D07.1.2 is to improve the competitiveness of enterprisesuiope
through increased productivity and reliability with tools that enable better mastery of complex systems and to
reinforce Eur op e 0 sThetcansohiumobklieves thatathis olsjectivesigtigl totihe future of
Europearindustry at lage and is essential to maintaining the competitive edge we currently enjoy through our
excellence in engineering. DEPLOY will make a significant impact to maintaining that competitive edge
through:

9 The provision of industrial deployment strategies forrayeaof major European industrial sectors that will
allow these and other industrial sectors to increase productivity and achieve greater levels of dependability
through mastery of complexity.

1 Improvements in productivity and dependability will help to ioy@ further the competitive edge of
European industry especially in the automotiva)gprtation, business systearsd space sectors.

1 The tailoring and professionalisation of the DEPLOY open development platform for formal engineering
methods will createew business opportunities for tool vendors, notably for SMEs.

B.1.2 Progress beyond the statd-the-art

This section describes the ways in which DEPLOY will make progress beyond thefdtaart. It covers
three main areas: industrial practice, scienikhowledge, and engineering tools.

B.1.2.1 Progress beyond state of the art in industrial practice
DEPLOY will make several advances in the staft¢he-art industrial engineering practice:

1 A key difficulty in system development is in properly understanding irements and in linking the
requirements through to design, implementation and assembly. Tools for requirements tracing exist but they
do not exploit the precision and powerful analysis capabilities provided by the use of formal methods.
DEPLOY will provide methods and tools that support precise specification of requirements and the linking
of requirements through to the components and component parts that satisfy those requirements.

1 Embedded software is a major component of the systems produced in saatbras autontive,
transportation, and spac&emiformal modelling notations are used but these do not provide systems
engineers with the right intellectual tools to model and analyse systems with significant software elements in
a rigorous way. DEPLOY iV provide methods and tools that support modelling and analysis of overall
system design, not just software design.

9 Software product lines in principle provide the opportunity to dramatically increase productivity through
reuse of software in similar Sgsns. However the reality is that increases in productivity are not being
achieved because organisations struggle to identify the commonality between systems precisely enough to
be able to exploit them. By providing methods and tools for the construatibmexgloitation of precise
abstractions and patterns, DEPLOY will bring about more software reuse than is currently achieved.

9 For most organisations, significant evolution of system functionality is fraught with danger because of the
difficulty of identifying where changes need to be made and the impact they will have on existing
functionality. The methods and tools provided by DEPLOY have the potential to make system evolution
easier to manage, through the precision and impact prediction provided by fioodelling and analysis.

The above potential advances apply to all engineering sectors represented in DEPLOY (automotive,

transporation, space, busingssThe industrial deployment partners have identified specific advances in the

state of the art in emgeering for their sectors that they see DEPLOY delivering:

1 Automotive (Bosch): Quality is an essential property of automotive systems. Today, systematic testing is
used to achieve appropriate system quality. However, taking into account the rising Gystelexity, the
effort of systematic testing will grow exponentially and, hence, will be uneconomical. Therefore, to ensure
the high quality of future automotive systems a paradigm shift is necessary to achieve quality by design
rather than quality by tdegy. The most promising approach to realising this goal is the deployment of
formal methods in automotive system development and we at Bosch believe that DEPLOY can help us
achieve this.

1 Transportation (Siemens): A major concern of Siemens is demonstratihg safety of reused systems.
Modifying slightly a safe prexisting system can lead to many unsafe scenarios that are hard to detect,
especially at a system level. We at Siemens believe that formal engineering methods are essential in
demonstrating thad modified system maintains safety requirements and DEPLOY will enable us to achieve
this.

1 Space (Space System FinlandA major challenge in space projects is in managing requirements and
validating that requirements have been implemented. The developregdss in the space sector is
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controlled by existing standards and regulations that must be followed by suppliers of software to space
projects. Current engineering methods and tools do not provide the degree of automation in managing and
validating reqirements required to meet these standards. We at Space Systems Finland believe that
DEPLOY can enable us to achieve a high level of automation in requirements validation which will help to
sustain the productivity and competitiveness of the European speiue.

Business Information (SAP): The development of standard business software, like the systems of SAP,

foll ows strict processes |ike SAPb6s Product I nnovat

lifetime, from invention to evolution, asss multiple releases. Such processes aim at ensuring a high level

of quality through introducing quality gates at several stages of product development. Documents describing
requirements and design which are used in that process follow a strict forositoMhem are however
written in natur al | anguage. Only some of them i
which are comparable to UML. Even these models are not suited to quality checks with the same rigour
made possible through the usdaimal methods. We at SAP expect DEPLOY to provide us with the means

to achieve much stronger quality checks throughout our PIL through formal modelling and analysis
supported by powerful tools.

B.1.2.2 Progress beyond state of the art in scientific knowledge
DEPLOY will make several advances in the stat¢he-art in scientific knowledge:

1

Formal modelling and analysis techniques and tools are scientifically quite mature. However the degree to
which they scale up is not so well understood nor is there a proderstanding of the right deployment
strategies to ensure effectiveness of use. DEPLOY will increase our understanding of how well formal
methods scale and will increase our understanding of what further research is required to improve this
scaling.

Exising mathematical theories and tools do not cope very well with changes to models and resulting
changes to proofs and other analysis. DEPLOY will advance the theories required to minimise the amount of
re-analysis that results from changes during evoluwibdevelopments. We will implement these advances

in our tools so that evolution of designs in industrial deployment is properly supported.

A range of powerful theorem proving and model checking technologies exist but it is not always clear how
to exploitthese together in a complementary way. DEPLOY will provide answers for this.

Research in resilience is very strong in Europe, and mechanisms and approaches developed by resilience
researchers have been applied in industry, especially in the safety dadticain. However, the application

of formal methods to the rigorous development and analysis of resilience mechanisms is not as mature. It is
often the case that the use of resilience mechanisms is not entirely appropriate because of a lack of
techniquesdr analysing their impact in overall system design. DEPLOY will provide such techniques. We
will work on formal development of error detection (safety envelopes), fault tolerance and component
interoperability in systems of systems, structuring (scopemnac layers) for resilience and modelling of

fail stop behaviour and failover to standby systems. DEPLOY will deliver techniques allowing us to ensure
system resilience under stated assumptions via formal modelling and analysis.

Obtaining an initial forral model is a problem in most industridale applications; this is especially true
for resilient syst ems. We wi | | take research on
together with the industrial deployments.

A large body of work on fonal reasoning about secure systems exists including the use of specialised belief
logics', process algebraand refinemenbased approaches Much of this work though has been mainly

on "academic" examples, and there is a lack of experience on seeintydse ideas scale up to industrial

scale systems like those that will be considered in DEPLOY. Furthermore, security analysis tends to focus
on verification of security properties. In DEPLOY we will develop approaches that support reasoning about
securiy in the context of reasoning about overall system dependability.

Stochastic reasoning is importd@cause system reliability asdfety is usually evaluated probabilistically.
Several formal techniques have been extended to include reasoning aboubiliprobeluding process
algebras and stateased approache<Currently these approaches do not scale to an industrial engineering
context. In DEPLOY we will extend our industrstrength formal engineering methods and tools, to deal
with stochastic resoning.

B.1.2.3 Progress beyond state of the art in engineering tools
DEPLOY will make several advances in the stit¢he-art in engineering tools:

f

Many formal engineering tools exist and are being used to some extent in industrial development. Semi
automated mrof systems such as PVS, HOL, Isabelle, ACL2, Coq are gememabse theorem provers that
have been applied to analysis of systerhe application of such geneglrpose provers requires the
development of a modelling approach and along with a poligritiag list of formal properties to be proved.

In DEPLOY, we will support a discrete event system modelling style based on-Eubat supports
modelling at multiple levels of abstraction. The property to be proved will be refinement between

DEPLOY IP FP7 13/1/10

nec



p. 14 of 104
abstractiorievels. This means that engineers can focus on modelling and proof and not be concerned with
determining a large list of formal properties to be proved. Where appropriate, DEPLOY will make links
with these tools, especially when it comes to supportingnsidns to the mathematical language.

1 Fully automated firsbrder provers such as SPASS, Simplify, Vampire and Waldméiater become very
powerful in recent yeat$ The mathematical language that they support is a lot less rich thanEEbeint
we will investigate links with these provers for those cases where they can be used. This will be facilitated
using the TPTP interchange language for fingter provers.

f A range of modethecking tool§' **are used for system analysis. Examples include Spin, SMV, S
UPPAAL and Alloy. These powerful tools provide modelling languages and property specification
languages. Apart from Alloy, these model checkers support modelling styles that are close to
implementation so they are not as well suited to early stagesvea#B. Alloy has a relational language
similar to the set theory of EveBt For all these tools, the focus is on proving properties at a single level of
abstraction. In contrast in DEPLOY we will use a refinement approach allowing us to link verytabstra
levels to detailed implementation levels. Also we will support a combination of theorem proving and model
checking for verification.

1 Several program verification systems for mainstream programming languages are available that use
automated verificatiotechnology. For example, Spark for Ada programs, JML for Java and Spec# use
automated provers for program verificatidn**. Blast and Slam use model checking techniques for
verification of C programs '°. PolySpace uses abstract interpretation for veriicatf C/C++ and Ada
programs. These technologies focus on verification of implementations and thus they can only be used once
an implementation has been constructed. In DEPLOY we will provide formal modelling support for earlier
stages of specification amisign.

1 Several formal modelling tools provide automated code generation facilities. Redigpports generation
of Ada and C programs from low level B models. Scade supports generation of C programs from the Scade
modelling language and uses the Praugiomated proof system for verification. Perfect Developer supports
generation of object oriented programs in a proprietary language from specifications. The KeY system
supports the generation of Java programs from UML/OCL specifications. These systdowiaed on the
construction of software components so they are best used at later stages of development. DEPLOY wiill
extend the state of the art in formal methods tools by providing a tool suite that covers a much broader range
of the development procesboth earlier, through support for systéawel analysis, and later, through
support for linking models to implementations and components and through support for system evolution.

1 Many tool developers focus on the technical capabilities of their toetdecting tool usability and not
maximising the productivity and effectiveness of tool usage. DEPLOY will develop and exploit a range of
techniques for ensuring high levels of usability and productivity in tool usage including exploitation of high
degreesof automated analysis, good user interface design guided by usage patterns, higher levels of user
friendliness through complementing mathematical notation with appropriate graphical notation and though
support for graphical animation of models.

1 Existing industrialstrength formal methods tools are closed and difficult to extend or integrate with other
tools. This is a major impediment to their take up by industrial organisations that have extant, sound,
engineering processes. DEPLOY will extend that statihe art here by providing an opsaurce tooling
platform with an open architecture that is extensible and therefore amenable to integration with other tools.
The tools platform will support an open approach to proof, allowing the use-tifesghelf and purpose
built automatic provers. The open architecture of the tools platform will also allow the integration of tools
for semiformal formal modelling languages such as UML. The toolset will be of a professional standard
with professional levels of supp.

B.1.3 S/T methodology and associated work plan

B.1.3.1 Overall strategy and general description

In DEPLOY four leading European companies will deploy advanced engineering approaches to further
strengthen their development processes in order to improve compeiitsvddevelopment processes based on
formal methods have proven their viability in the production of gjghlity dependable systems and software

in recent studies, e.g. within the EU FP6 project RODIN. Due to their focus on early development stages and
goad tool support there is great potential for increased productivity and for significant economic advantage. The
methods are becoming mature for industrial use and DEPLOY aims at ensuring the successful-and cost
effective industrial deployment of them. Wellwilevelop deployment strategies with both scientific and
technological objectives in order to significantly advance the -sfaige-art in software and systems
engineering and apply these strategies to the product development processes of major Euotopteeh
sectors.

DEPLOY offers a balanced interplay between industrial deployment, scientific research and tmgrdent
where companies in fowectors join their forces with eight technology providers to meet the goal. In what
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follows, we first biefly describe those aspects of the DEPLOY partners which are important for describing the
overall deployment strategy of DEPLOY and the work plan. Thereafter the structure of the work plan will be
presented followed up by the detailed descriptions otk packages.

The Industrial Sectors and Partners

The industrial sectors, transportation (Siemengjpractive (Bosch), space (SSkihd business information

(SAP), comprise a palette of important European base industries of today. The companies ffessess d
maturity levels when it comes to deploying formal approaches. Siemens engineers are fluent in the use of the B
Method whereas Bosch is a novice. The personnel at Space Systems Finland are fluent with model checking
tools, but formal engineering reds are not yet used in the development cycle. SAP is new to formal
engineering methods. There are sectors represented in DEPLOY where formal approaches have been used
previously (embedded control systems, sateitical systems) as well as sectors whiare new to formal
engineering methods (information systems). Moreover, Martyn Thomas, the founder of Praxis (UK) and an
internationally recognised leader in the use of modern software development methods in industry, will chair the
executive board.

Expetise of the Technology Providers

The five academic partners are world leaders in formal methods research (Aabo is a Centre of Excellence in
research on Formal methods in Programming and evaluated by an international panel Autumn 2006 to belong to
the top 36 in the world. Three of the senior researchers (Abrial, Butler, Jones) belong to the very influential
IFIP WG 2.3 on Programming Methodology. Southampton has received the top 5* rating in UK in two recent
Research Assessment Exercises.) Moreover, Newdaatl a very strong track record in developing advanced
engineering approaches for the design of dependable, especially fault tolerant, systems. Hence, Europe is in a
unique position when it comes to deploying the methods. Moreover, four of the academéspéAabo,

ETHZ, Newcastle, Southampton) were the core of the EU project RODIN where formal engineering methods,
resilience approaches and a supporting tool platform were developed together with a range of industrial partners.
In fact, RODIN is the firsmajor project to combine the formal methods and resilience fields and communities.
This combination of expertise is vital for building truly dependable systems. The academic partners have
considerable experience in developing and applying resilienceod®t *° as well as a wide range of formal
approaches like Action SysteffisB** and EvenB??®, VDM?*and model checking. In DEPLOY the partners

plan to build on this work. The tool vendors, Systerel and ClearSy, and their personnel hastaridirg
experence in developing tool support for formal engineering methods. Moreover, CETIC has considerable
experience in industrial quality measurement and will be in charge of the assessment activities.

Strategies for Deployment

Key to achieving successful and teffective deployment of advanced engineering technology will be the
construction ofStrategies for deploymerDEPLOY will develop this concept early on, taking into account the
specific characteristics of ways in which rigorous engineering technolagespplied in each sector. Our
Strategies for deployment will include the following elements:

1 Training of the engineers involved in the deployment

i Identification of the specific projects for which advanced engineering technology is to be applied
i Close inegration of the advanced engineering methods into existing company development
processes

i Devoting significant resources to early development phases including requirements engineering and
generation of abstract models
i Definition and collection of the méts for evaluation of productivity and dependability
i Ensuring resilience and security by application of the appropriate development patterns
1 Provision of expert support in deployment of advanced engineering technologies and in analysis of
results
To ensurghe quality and effectiveness of deployment, there will be a strategy for deployment applied to each
of the industrial sectors represented in the project. The strategy takes into account the maturity level on using
formal approaches of the key personna aector. These strategies will drive and structure project work in the
industrial deployment work and are indeed implemented in the work plan. Moreover, these strategies are major
outcomes of DEPLOY and work as models for future deployment efforts a¢amieafter DEPLOY and road
maps for deployment in other industrial sectors.

DEPLOY IP FP7 13/1/10



p. 16 of 104

Structure of the Work Plan

The work plan is divided into the following fifteen workpackages:

WP Title Icon used in the proposal
WP1 Deployment in the automotive sector =
WP2 Deployment in the transportation sector é
WP3 Deployment in the space sector AW
AS

WP4 Deployment in the business information
sector

WP6 Requirements validation and evolution

WP7 Productivity through reuse

WP8 Achieving and demonstrating
dependability

WP9 Tooling research and development

WP10 Technology transfer

WP11 Measurements

WP12 Consortium management

WP13 Assessment and quality control

WP14 Dissemination of the results

WP15 Exploitation of the results

EE BN AN ASAAmM

The ndustrial deployment is at the very heart of DEPLOY as depicted in Diagram 1.1 which provides a high
level architectural view of DEPLOY. As will be seen later in thisisa¢Workpackages WP1 to WRKepicted

here constitute the deployment workpackagesravtieesectorspecificdeployment strategies are developed and
implemented.

A Road Map to the Work Plan

Let us first give a road map to the work plan and then describe how the deployment strategies are built up and
implemented within the workpackages. ™erkpackages will be described in detail later in this secfisnve
will see, theworkpackagesre divided up in four main groups:

1 the fourindustrial deployment workpackag®/PX where X ranges from 1 t¢ 4

1 the four methodology and tool workpackages \W®B9,

1 the two technology transfer and assessment workpackages WP10 and WP11, and
9 the four management and dissemination workpackages WHPILS.

In what follows, these four groups are briefly described in turn. In section B.1.3.2 we describe the timing
structure of the workpackages. This will be followed by a more detailed description of each workpackage
(section B.1.3.3). Section B.1.3 ends with the tables of deliverables (section B.1.3.4) along with the tables of
work packages (section B.1.3.5) as weltles effort tables (section B.1.3.6) and the list of milestones (section
B.1.3.7).

DEPLOY runs for four years, M1 to M48. Because of this time span we have includéocasoint (M19) at
which we will reconsider and adapt the work plan for the remgiperiod. We will take into account the
received results, the changes in polices of the industrial partners caused by market changes as well as the results
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of the ongoing international research at these points. We subsequently define a more detailedrend wh
necessary updated plan.

Industrial Deployment Workpackages WP1 to WP4

There is one industrial deployment workpackage per industrial sector. Within each such workpackage we
develop and implement the sector specific deployment strategy incorporatiadpdliementioned items into

the tasks relevant to the sector and the maturity level. Each deployment workpackage is divided into tasks of the
three types according to the following general pattern where X denotes the workpackage (isdastrinand

ranges from 1 to 4

1 Technology Transfer
- Task TX.1 Training and knowledge transfer
- Task TX.2 Identification of requirements on methods and tools
1 Deployment
- Task TX.3 Pilot deployment
- Task TX.4 Addressing sectgpecific deployment issues
- Task TX.5 Enhanced gi&oyment
1 Method Assessment and Integration
- Task TX.6 Measurement and assessment of deployment
- Task TX.7 Sectospecific strategies for deployment and process integration

In addition to this the transportation sector WP includes Task T2.8 on the railigutiaiew.

/ 3\

WP12-13
Management

/ A At
: WP10
WP11 :
: Technology
Measurement / : = Al
\'\
Industrial
Deployment
Workpackages
=
WFP1-5
; ™\
E WP6-8
X7 Methodalogical
: R&D
"o/ e
WFP14-15
Dissemination
& Exploitation

Diagram 1.1: Architectural view of DEPLOY

Let us look at these tasks in more detail as the sector specific deployment strategies are developed and
implemented within them.

1 Tasks TX.1TX.2 are devoted to technology transfer. It is joint woektween the industrial partner and
appropriate technology provider experfe training and support will be customised taking into
account the maturity level of each partner on using advanced engineering techniques as well as the
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time-wise placement ofhie training sessions per the industrial partiégre we also identify the
requirements on methods and tools together with each industrial partner.

1 Most of the deployment effort will be in Tasks TXTX.5. The deployment projects are identified and
developed in this work(for most of the industrial partners in DEPLOY the projects were already
selected during the proposal preparation phaSarh industrial sector has in addition identified a
number of issues it particularly wants to see addressed. Weghigthlis through a separate task TX.4.

Note that TX.4 is not about general research on specific issues, it is about focusing the deployment
effort on some specific issues, e.g., focusing on resilience or on reuse of formal models developed by
the industridipartner X in Task TX.4.

1 The integration of the developed methodology into the development processes together with the
assessment work is carried out in Tasks TRG7.

Methodology and Tool Workpackages WP6 to WP9.

In addition to the deployment workgkages there will be four research and development workpackages,
Methodological R&D WPBNP8 and the Tooling R&D WP9. The Methodological R&D WPs focus on
research challenges in deployment raised by the industrial partners. It has initially three workgackag

1 WP6 on Requirements validation and evolution

1 WP7 on Productivity through reuse

1 WP8 on Achieving and demonstrating dependability
These initial challenges on advanced issues in requirements engineering, reuse and dependability were identified
by the indstrial partners at the proposal preparation phase. Other research issues that mightthee via
deployment projects WPWP4will be added in WP8NVP8 with an updated work plan at thefogus point.

Tool-support is essential for ensuring efficient deplogtmaherefore the Tooling R&D WP develops and
improves tools needed in the industrial deployment workpackages or needed to apply the methodologies
developed in WPGVP8. This WP incorporates work on developing tools for both model construction and
managemeln and model analysisThe tool development work is also driven by the work and input from the
depl oyment wwWRXKwhereXranges foind t9.4

The main results from the Methodology and Tool workpackages are methodological advancementg; scienti
results on the methods as well as improved tooling.

Technology Transfer and Measurement Workpackages WP10 and WP11.
There will be a workpackage on Technology Transfer, WP10. This workpackage will have two types of tasks:

f T10.1:T10.3 on Technology trafer

I T10.4T10.5 on Welkplatform for training material
The material developed in WP10 is general purpose and can be the basis for specific material to train
researchers and research managers as well as students in academida8edetepository for traing material
will be developed in T10-410.5. The material will be the main deliverable of this workpackage.

Subproject WP11 is devoted to productivity and dependability measurement. In this workpackage we develop a
methodology for measuring the impactfofmal engineering methods on dependability and productivity to be
applied in the deployment workpackages. It has two types of tasks:

 T11.1-T11.2 on Elaboration of the measurement methodology

I T11.3T11.5 on Measurement coordination
In order to ensure thquality and effectiveness of the deployment efforts, the measurements themselves are
carried out in the industrial deployment projects WPX in Task TX.6 (where X ranged fto 4.

Management and Dissemination Workpackages WP12 to WP13.

The management wkpackages WP1¥VP13 gather all the managements effort needed to ensure efficient
running of DEPLOY as well as quality control aassessment. Theorkpackagealso identifies potential risks,

which could have significant effects on the work plan. Therenis synchronisation point (M19) defined
especially for reocusing of the work plan as described earlier in order to enable the management board to
reconsider the implementation plan for the remaining period

Dissemination and Exploitation Workpackages Mo WP15.

Finally, the dissemination and exploitation workpackages WAR'PA5 are devoted to raising the awareness of
the DEPLOY work more widely than to the project partners in several ways. This is an extremely important
activity and the implementaticof dissemination and exploitation evolves during the lifetime of DEPLOY.

Interactions between Workpackages

The focus in the deployment workpackages is on real industrial deployment when building real products in
participating companies, the specific resbaand tooling topics are chosen to ensure successful deployment.
There are clear dependencies between tasks and the effort will shift between different tasks as the project
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progresses(in the following, X ranges from 1 to 4 and corresponds to thendudrial deployment

workpackages):

1 EachtaskiX.1 is linked with the Technology transfer workpackage WP10

1 Tasks TX.3TX.5 are internal to every industrial deployment workpackage WPX.

1 Eachtask TX.6 is linked with the Measurement workpackage WP11
Moreover,the Methodological R&D WPs and the Tooling R&D WP heavily interact with thaogienent

workpackages WP1 to WP&ome of these interdependencies, which were already depicted in Diagram 1.1 via

Tasks TX.2TX.7, will be discussed in more detail in sectiol B.2.
Section B.1.3.3 below describes tlverkpackagesn more detail. Moreover, Section B.1.3.5 includes the WP

forms showing the detail (involved partners, time line, effort per partner and list of deliverables per work

package as well as the DEPLOYl@sitones) of the work we plan to carry on.

B.1.3.2 Timing of work packages and their components
In this section we give timelines for the workpackages and a brief description and timing of the main

deliverablesNote that we will have synchronisation point durg the life time of DEPLOY, after the first 18
months (M19, Rdocus in Diagrams 1.2 and 1.3 belowere we will take into account the results we receive,

the changes

i n t

he i

ndustr.i

al

partnerso

polingces

cau

international research at this point and define a more detailed and where necessary updated plan. We feel that

this is extremely important as the life time of DEPLOY is four years, which is a rather long time line to be able

to predict the way the reasech is going.
The overall timing structure of DEPLOY

A generic time line for the tasks in the industrial deployment workpackages is given in Diagram 1.2. Note that

this is a general chart and there will be variations between deployment partners cahsediffsrent maturity
level for using advanced engineering methods in each company and sector. The de facto duration of each task is
given later in the work package tables per industrial deployment project.

WP X Technology Transfer

TXA

Training and knowledge

transfer

|dentification of requirements
on methods and tools

TX.2

WP X Deployment

Task X.3
Filot deployment

Addressing sector-specific
deployment issues

Task X.4

Enhanced deployment

TXS5

Diagram 1.2: Time diagram 6WPX where X rages from 1 to 4

WP X
Task X.6 Task X.7
Method Assess_»ment and Measurement and assessment Sector-specific strategies for deployment
Integration of deployment and process integration
Re-focus M19
M1 M6 M12 M18 M24 M30 M36 M42 M48

Diagram 1.3 shows timindiagramsfor the Methodological and Tooling R&D WPs, the Technology Transfer
and Measurement WPs, the Management WPs and the Dissemination and Exploitation WPs
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WP1-5
1
WP6 Requirements Validation and Evolution
Methodological — -
R&D WPs WP7 Productivity through ?euse
WP8 Achieving and demonstrating dependability
Tooling R&D WP WP9 Tooling research and development
Technolo
- \',%}l; WP10 Technology transfer
Measurement WP WP11 Measurements
WP12 Consortium management
Management WPs
WP13 Assessment and quality control
. o WP14 Dissemination of the results
Dissemination and _
exploitation WPs WP15 Exploitation of the results
I

Re-focus M19
M1 M6 M12 M18 M24 M30 M36 M42 M48

Diagram 1.3: Time diagram of WPVP15

The timingstructure of the deliverables

First, we would like to focus on the joint deliverables of thelagment workpackages WP1 to WPehere will
be three joint deliverables from these projects:

1 JD1 Report on Knowledge transfer, due M12
1 JD2 Initial Assessment salts, due M18.
1 JD3 Final Assessment and Integration results, due M48

Note that these are truly joint deliverables with contributions from every industrial partner. Additionally, these
workpackageseport on the initial as well as on the enhanced deploypterses.

The Methodological R&D WPs report on advancements on research and development, at M17, M32 and M48
jointly with contributions from each of the three workpackages. The Tooling R&D WP reports on the model
construction and analysis tools on M12, MR4B6 as well as on M48.

DEPLOY will have a deliverable on Teaching material (D10.1) due M12 from the Technology transfer
workpackage WP10 as well as a report on the training experience (D10.4) due M36. The technology transfer
platform (D10.2) will be deliered on M12 and material (D11.3) on M18. The Measurement Methodology
Guide (D11.1) from workpackageWP11 is due M12 as well as the guide or managers (D11.5) are due M48.

All the deliverables are listed in section B.1.3.4 and described in more detaiMfPtiables in section B.1.3.5.

B.1.3.3 Workpackage list / overview
Workpackage1d Deployment in the automotive sector

Motivation @

Increasing comfort emission, and safety requirements for future motor vehicles are leading to ¢ = =
increasing number of powerful drcomplex systems within a motor vehicle. Hand in hand there is a
increased networking of previously independent domains inside the motor vehicle. Therefore, reliability
and safety of our overall systems are essential and have to meet highest starefsaddalblity for

Bosch means the absence of errors in all operating points as well as controlled behaviour in the presence
of partial failures. Today, systematic testing is used to achieve dependability of our systems. However,
the increase in system corapity means that the effort of systematic testing will grow exponentially

and, hence, will become uneconomical. In order to face these challenges, we are convinced that
dependability of our future systems can be ensured only by using formal engineetioglsnguality

by design). In WP1, we will deploy formal methods on the engineering of a micro hybrid engine system.

A micro hybrid engine system minimises energy consumption through smart starting and stopping of a
car engine. It links the engine controitlw driver controls and various vehicle sensors. It should
maintain expected levels of safety and performance even in the presence of sensor failures.

Obijectives of WP1
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Our main objective is threefold: (i) the deployment and detailed assessment of fogneesing
methods in the context of automotive system development; (ii) the development of a methodology that is
specific and applicable for automotive systems; (iii) the development of concepts for assimilation of our
development process in order to efintly use the methodology. Our objectives in detail are to

1 Provide evidence that refinemdraised formal engineering methods are applicable to Bosch systems.
The key priorities for Bosch are:
0 Structured development of system requirements and systemasiruction and
validation of formal models from requirements
o Effective reuse and evolution of formal models and analysis
o0 Provide evidence of the cestfectiveness of applying formal methods to the
development of automotive systems
1 Develop a methodologgpecific for automotive systems and provide evidence for applicability by
closeto-production implementation of relevant parts of the micro hybrid system
1 Identify changes to the current development process as well as concepts for assimilation
Description of work
The work of WP1 will be organised according to the following tasks:
Tasks T1.2T1.2 on Technology Transfer:Training and support is conducted at the beginning of the
project. Knowledge transfer and experience sharing is necessary in order tcogehancbaseline for
technology providers and Bosch. At the end of the project changes to the current development process
are identified, concepts for assimilation are developed.

Tasks T1.3T1.5 on Deploymentof the DEPLOY methodology are accomplished atfio selected

parts of the micro hybrid system that are regarded as suitable entry point for applying formal methods to
the system development. Commencing with the natural language specification of the selected
subproblems construction of designs and gisgte implementations have to be derived. Reuse and
evolution of formal models are essential because otherwise the methodology may not scale up with the
complexity of automotive systems. It has to be shown whether composition of formal models can be
done éiciently. A second deployment phase is devoted to enhanced aspects such as control systems.

Tasks T1.6T1.7 on Method Assessment and Integration:These tasks investigate the cost
effectiveness of formal modelling. A detailed evaluation of the methoddiagyto prove profitable
application of the methodology in the automotive sector. In that case the conceptualization of the
methodology into an automotive specific methodology is performed.

The following diagram shows the time spans of the WP tasks:

Time (months)
6 12 18 24 30 36 42 48

Task

Ti.1
T1.2
Ti.3
Ti.4
T1i.5
Ti.6
Ti.7

Workpackage 20 Deployment in the transportation sector
Motivation %

Increasingly rail transportation systems use high degrees of software automation for both safety
control. The main concern of Siemens Transportation in DEPLOY is demonstrating theo&dietyail

systems that they develop, in particular the safety of products that are reused in different operat .
contexts. Modifying a safe prxisting system can lead to many unsafe scenarios that are hard to detect,
especially at a system level. Velieve that refinemesiased formal engineering methods will enable

us to manage the complexity of ensuring system safety and maintaining safety during system
modification and customisation. These methods will also provide us with the evidence to dat@monstr

safety to a high level of assurance.

Siemens are currently industrialising their TrainGuard Communications Based Train Control (CBTC)
system. TrainGuard will make a major contribution to future interoperability of European rail systems.
In WP2, we willdeploy formal engineering methods to the control function of TrainGuard. This is a
large safetycritical system that includes both -biward and wayside components. TrainGuard will be
reused in several projects, with some modifications and customisafitesvill have to demonstrate
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that the generic system is safe and that any modifications of the system do not compromise safety. Key
to this effort will be ensuring that environmental and equipment assumptions are properly represented in
our formal models.

Obijectives of WP2

1 DEPLOY refinemenbased formal engineering methods to ensure and demonstrate-fstém
safety of Siemens rail signalling product. Key to this is ensuring that we can properly model
appropriate environmental assumptions, particulamt ssumptions.

1 Develop effective ways of using these methods to ensure and demonstrate preservation of safety of
modified and customised signalling product.

1 DEPLOY modelling and analysis tools that fit well with the development processes used by Siemens
rail safety engineers and that support the construction of safety cases. This includes tools that support
the graphical representation of system models.

1 Provide a link with our existing formal processes for software construction including code generation
tools.

Description of work: The work of WP2 will be organised according to the following tasks:

Tasks T2.:T2.2 on Technology Transfer:Siemens has considerable experience of applying formal
methods to software components of railway systems. For DEPLO¥htilenge is to raise this to the

level of overall systems in order to address system safety and for this they require some additional
training and support. During the deployment activities we will identify methodological and tooling
challenges to feed blato WP6WP8 (Methodological R&D) and WP9 (Tooling R&D).

Tasks T2.3T2.5 on Deployment: The deployment will be on a systdmsed development of the
control functionality of the TrainGuard CBTC. This will involve detailed requirements specification
followed by formal development of the system which will treatboard and wayside functionality and

all relevant environmental assumptions. We will have an initial pilot deployment on a subset of the
system functionality. This will feed into initial work on sgfeinder reuse and on software construction.
T2.5 will then undertake an enhanced deployment on the full system functionality. Siemens has two
priority challenges that need to be addressed in DEPLOY. The first is maintaining safety of a system
when it is nodified and reused for a different operational context. The second to be able to integrate the
formal developments used for systégwel modelling and analysis with our existing process for
automated construction of executable code from formal modeldtafese components.

Tasks T2.6T2.8 on Method Assessment and IntegrationT hese tasks will investigate the impact and
costeffectiveness of deploying formal engineering methods to rail signalling system development,
especially in safety assurance. We wilvelop a strategy for integration of the methods in Siemens
system development processes which need to conform GENELEC safetystandardsTo help us,

RATP (Paris Metro authority), a major rail operator with considerable experience of formal methods,
will provide an assessment of how well the methods conform to the development standards that they
require. RATP are a subcontractor to Siemens in DEPLOY.

The following diagram shows the time spans of the WP tasks:

Time (months)

Task 6 12 18 24 30 36 42 43

T2.1
T2.2
T2.3
T2.4
T2.5
T2.6
T2.7
T2.8

Workpackage 36 Deployment in the spae sector

Objectives.Development of safety critical software in the space sector aims at producing high g
software that ensures the safety of human lives, achieves mission objectives, and correctly ¢ Q‘

valuable instruments. The big challengespace projects are tracing requirements to the different le L
of specifications, validating that requirements have been implemented, and making sure that re N »,
and safety aspects have been properly taken into account. The development prbeessacet sector is L 3

controlled by existing standards and regulations that must be followed by suppliers of software tc
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projects (e,g. the Software Engineering Standard by the European Consortium for Space Standardization

SSF will lead a wrkpackage that aims at deploying and integrating refinetres¢d methods and tools
into existing development processes for space applications. An important goal of the workpackage is to
develop a methodology for increasing the level of automation indthelopment process while
maintaining compliance with existing standards and regulations. A higher level of automation can help
to sustain the productivity and competitiveness of the European space sector.

Description of Work.The workpackage has been spiito seen tasks that are described beldhe
goal s will be achieved by
BepiColombo is a European Space Agency (ESA) mission that will explore Mercury, the planet closest
to the sun. Sidying Mercury will provide scientist with understanding how planets form. SSF is in
nstrument s
BepiColombo spacecraft. The planned launch date for BepiColombo isgusA2013. The length of

charge of the design and development cboard software for the X a y

the BepiColombo project provides a firm foundation to build the integration process on.

successively

ntroducing

on

The work package will facilitate a controlled deployment and ease follow up of the project by splitting
the deployment of the new methods iatidivities as follows:

Tasks T3.2T3.2 on Technology Transfer:The goal of the first two tasks is to familiarise engineers

and managers with the EveBtand the available tools, and also identify potential problems in applying
the new methods. We also aiam identifying methodological and tooling challenges from the space
sector to feed them into research and development activities of\WFR®).

Tasks T3.3T3.5 on Deployment Deployment is split into the two main phases. In the first phase of
the deploymen we reformulate selected parts of
Telemetry/Telecommand software (TM/TC software) used in BepiColombo, so that it could be used as a
baseline for formal modelling. A formal model of the software will be construgtespeific focus will
be on investigating how requirements tracing and validation can be accomplished, as these are prime

concerns for contractors in the space sector. We investigate how resilience and safety can be addressed

the

requirements document

for the

in the development process. Refirarh proofs ensure that once a requirement has been correctly
modelled, successive models will also implement the requirement. However, since requirements can be
erroneously modelled or completely missed other techniques are also refueedill also asses

which parts of the othoard software will be the primary targets for the enhanced deployment. During

the enhanced deployment the TM/TC software will be subjected to more deep deployment of the formal
engineering methods. We will investigate integratioith the RAMS (reliability, availability,

maintainability, safety) activities and potentials of reuse for increasing productivity.

Tasks T3.6T3.7 on Method Assessment and IntegrationThe costeffectiveness and benefits of
using formal models will be meaed and evaluated. Moreover, we will investigate how to integrate
proposed methods and tools into the existing development practice.

Expected ResultsThe WP will deploy advanced methods and tools for automatic refinedraset

verification and validationand integrate them into the existing development processes for space
applications. The methods will facilitate reuse, provide support in requirements evolution and software
design as well as increase the reliability and productivity.

The following diagranshows the time spans of the WP tasks:

Task

Time (months)

6 i2 18

24

30

36

42

48

T3.1
T3.2
T3.3
T3.4
T3.5
T3.6
T3.7

Workpackage 48 Deployment in the business information sector

Motivation and context. Business information systems are characterised by operating with huge set:
data, with a strong focus on maintaining dataststency throughout the lifetime of business objects,

such as an order, a delivery, or an invoice.
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The use of formal methods in this sector is not widespread as business software is usually not considered
to be safety critical, in contrast, e.g., to sysian the traffic sector. In some areas of business software,
an economically optimal defect rate greater than zero has been acceptable, especially since the software
has undergone an adaptation phase at the customer site anyway, where relevant flaves foamddy
consultants. This is different from sectors like the space sector where this is impossible. Finally, the
system size of business applications is usually much larger than in other areas; this fact makes the
application of formal methods moreffitiult for scalability reasons.

For the above reasons, management and developers in this sector are traditionally sceptical about
employing formal means of development. However, there are signals that this attitude is going to change.
SMEs, the market oivhich becomes increasingly important, cannot or do not want to employ large
numbers of IT consultants to adapt and fix code. Ensuring a high degree of quality, however, requires
more precise models that could, with predictable and acceptable costs, egraosing formal
methods. Nevertheless, convincing developers and managers in the business information sector requires
real evidence of success; DEPLOY aims to provide this.

Objectives. We will evaluate the benefits and the problems posed by deployimafonethods in the
business information sector and develop a deployment strategy that is most suitable for this sector. We
will identify which areas and types of products would benefit best from the formal development and will
select one application compamt which will be object of the further investigations.

We intend to focus on business applications which are reusing behaviour implemented inside of a

pl atfor m. This platfor m i sOridntadsAechitechune (EBt&RigesSOA,Nt er pri s e
SAP6s bl ueprint for an adaptabl e, fl exi bdased, and open
enterprisescale business solutions. Such applications heavily rely on contracts between service

providers and consumers or modifiers. These contracts andirtidementations could be precisely

defined and made sound and secure with the help of the DEPLOY methods.

The following results should be obtained in the course of DEPLOY:

1 A formal specification on several kinds of refinement levels of the chosenatppiicof used
platform services, and of extensibility mechanisms, maintaining integrity and security of platform
and application.

1 Aclear documentation of the benefits of formal method application, in terms of quality and
development efficiency compareal traditional development.

1 A deployment strategy facilitating the use of formal methods in the further projects that develop
business information software. The strategy should be based on existing processes, tools, and
languages used in industrial practigée aim to define a formal methods enhanced variant of one
of the processes used at SAP, such a®thduct Innovation Lifecycfé (PIL), which describes
the management of SAP6s software products througho
definition, development, deployment, and optimisation phases. Of particular importance is
research on how requirements are traced within these processes and how the formal method can
be integrated with informal and seformal domain specific ihouse tools ahlanguages.

Description of Work. This subproject is split into seven tasks which are devoted to (1) exchanging
information with the academic community, to (2) the actual deployment, and to (3) measurement of
success as well as integration activities:

Tasks T4.1-T4.2 on Technology Transfer:In these tasks the transfer of knowledge from the EBent
experts to SAP is organised. Moreover SAP will investigate which of their application domains is most
suitable to the application of formal methods. In addittbe, transfer of general requirements to WP6
WP10 is captured here.

Tasks T4.3T4.5 on Deployment: This work includes two consecutive deployment tasks, pilot
deployment and enhanced deployment, as well as of research on sector specific issues. The pilot
deployment builds the basic functionality limited to the essential parts of the selected application, while
the enhanced deployment extends the scope of the pilot and focuses on integration with existing semi
formal and informal tools and languages. Segbecsic issues to be addressed will encompass security,
e.g. user management, and the adaptation of the formal method to Enterprise SOA.

Tasks T4.6T4.7 on Method Assessment and Process Integratiomhese tasks validate the expected
benefits of applying th formal method in terms of development efficiency and dependability. Moreover
they are concerned with integrating the results obtained inT4L3into a development process applied
at SAP.

The following diagram shows the time spans of the WP tasks:
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Time (months)

Task 3 12 18 24 30 36 42 43

T4.1
T4.2
T4.3
T4.4
T4.5
T4.6
T4.7

Methodological research and development Workpackages: WP@/P8

Objectives: These workpackages address research issues that have been (or will be) identified, O
industrial partners, in the deployment of formal methods for engineering of dependablassyEhe o
activities of these workpackages will be a mixture of : \
9 Scientific research providing conceptual extensions of the foundations of our methods

1 Development of methodological guidelines on the practical application of the methods

1 Research that makése development of powerful new tool support possible

The results of WP&VP8 will normally feed into WP9 as tool requiremédédinitions and/or into WR1
WP4in the form of deployment guidelines. Tool developments from WP9 willrim be fieldtested in
WP1-WP4

We are quite clear that the breadth of application areas in DEPLOY will give rise to questions that will
require new ideas; this will be an evolving picture reflecting the changing needs of the industrial
deployments. As set out in Section B.2He DEPLOY Project Board will oversee the projecfaeus

point at M19 that will help us to revise our research priorities.

What we present here is our initial set of research priorities whose study can be foreseen as important
this judgement is basesh our previous experience with the application of such methods and intense
discussion within the consortium during the proposal preparation stage.

Structure: The initial methodological areas where advances are required are in 1) supporting
requirementyalidation and evolution, 2) enhancing productivity through reuse and 3) formal arguments
about dependability. Thus the work on methodological research and development is organised into three
work packages focussing on requirements, reuse and dependalityhave identified priority
objectives for each of these work packages. At thiegas point in M19, we will revise the objectives

of each work package based on experiences of the induktbbyment in WPWPA4. If necessary we

will create new work pekage structures at M20.

WP6 Requirements Validation and Evolution: Informal requirements documents typically present
requirements in terms of disparate levels of abstraction; some will be verjekhahuseroriented
requirements while others will be detbed in terms of very detailed desigand implementation
oriented thinking. Our experience is that, prior to any formal modelling, it is important to structure
informal requirements into small identifiable chunks and categorise them according to feadure
abstraction level. This facilitates tracing of requirements through the different abstraction levels of a
refinementbased formal development. Further research and development is required to provide
technigues that enable systematic validation of ireqents throughout the development cycle. In
addition, since requirements change in response to market pressure and in response to increased
understanding of a domain during development, it is essential to support effective evolution of formal
developmert to reflect evolution of requirement&he priority objectives identified for WP6 are to

1 investigate advanced techniques for managing and validating requirements for complex dependable
systems

9 create techniques for tracing requirements throughout datireal development process from
abstract specification to implementation

1 develop approaches supporting requirements evolution in the formal system development

1 enhance techniques for integrating requirements obtained from RAMS (reliability, availability,
maintainability, safety) activities into formal system modelling and analysis

This work is initially structured into two task¥6.1 on requirements tracing and validationand T6.2

on Requirements evolution T6.1 will develop techniques for tracing reauirtents throughout the entire

formal development process. T62 will focus on the techniques for efficient capturing new and altered

requirements.
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The following diagram shows the time spans of the WP tasks:

Task Time (months)

as 6 iz 18 24 30 36 42 48
Te.1

T6.2

WP7 Productivity through Reuse: Reuse of all formef intellectual artefacts involved in development

is essential to achieve the increased levels of productivity at which DEPLOY aims. Such artefacts can
include specifications, designs, refinement patterns, formal analysis, software components and software
product families. This WP will provide methodological advances to support reuse of models, reuse of
refinement and design patterns and reuse of formal analysis. Formal modelling is key to achieving the
right abstractions required to identify the ways ihiath components can be reused. Along with
abstraction, composition and decomposition are key enablers of reuse of models and associated analysis.
This is because it is more feasible to reuse components and subsystems rather than complete systems. A
particdar interest will be to ensure our methods cover the sort of generic (instantiatable) system that is
so clearly embodied in SAP producte priority objectives identified for WP7 are to

9 develop the advanced techniques for composing and decomposing fieodels and proofs (task
T7.1)
1 investigate techniques for formal representation of design patterns and associated techniques for
construction, instantiation and composition of formal design patterns (task T7.2)
This work is structured as two taskk7.1 on composition and T7.2 on design patterns T7.1 will
develop and support general mechanisms to enable the construction and compositional deployment of
reusable artefacts.T6.2 will develop a language to represent patterns formally and a tool that support
corstruction, instantiation and composition of patterns.

The following diagram shows the time spans of the WP tasks:

Task Time (months)

6 12 18 24 30 36 42 48
T7.1
T7.2

WP8 Achieving and Demonstrating Dependability:Systems that operate in hazardous environments
must maintain dependability even though thewtain (often physical) components that may fail. The
abstraction and precision afforded by formal modelling and analysis are essential to mastering the
complexity inherent in the threats to system dependability and the mechanisms engineered in to tackle
those threats. Formal models and analysis also provide valuable evidence for providing high levels of
assurance of system dependabilRyiority objectives of WP8 will be to

9 develop advanced modelling techniques supporting development of dependable mydteting
stochastic requirements (tasks T88.4)

1 ensure system resilience, security, reliability and safety by effective and systematic integration of the
appropriate measures into the entire development process starting from abstract system siadels (ta
T8.2-T8.4)

9 develop further techniques for deriving system specifications from a description of their environment
T this will include fault assumptions about their environment (task T8.1)

1 develop a set of modelling and analysis patterns supportingtrectapplication of advanced
dependability mechanisms during system development (task T8.2).

This work is structured as four taskis8.1 on specifying fault tolerance T8.2 on resilience T8.3 on

security and T8.4 on stochastic reasoningT8.1 will focus on obtaining specifications of resilient

systems. T8.2 will develop methods and models ensuring effective and systematic integration of
resilience into system design. T8.3 will deal with use of modelling and refinement in developing correct
secure system3 8.4 will develop techniques for reasoning about probabilities of hazardous phenomena.

The following diagram shows the time spans of the WP tasks:

Task Time (months)
e 12 18 24 30 36 42 48
T8.1
T8.2
T8.3
T8.4
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Workpackage 9: Tooling research and development

Objectives.Robust tools are a vital ingredient foretlsuccessful deployment of formal methods [ @
industry. Building upon the todlase provided by the RODIN project, WP9 will undertake research
development of tools, with two major objectives:

9 to ensure that the tools can be applied dependably andivedfgdo largescale industrial projects. ,
Two major challenges are tkealability of the tools, which should be able to handle industrial size
models, and thease of usandincreased productivitin an industrial context.

1 to extend the functionalityfahe tools for the new methods developed in VWWB8 as well as for
specific needs identified by the industrial partners. This will usually require the development of new
techniques and algorithms which will materialize as new plugins are integrateddreristing
platform provided by the RODIN project. These developments will also help integrate our formal
engineering tools into the current development practice of the industrial partners.

The research and development of the Tooling R&D workpackadauss guided very specifically by

industrial deployment; many of the tasks and deliverables have been explicitly identified by the

DEPLOY industrial partners during the proposal preparation phase in order to obtain increased

productivity and dependability.

Structure. The tasks of the Tooling R&D workpackage are grouped according to the following two
objectives:

1 Model Construction and Management toolstasks T9.1 to T9.4)The objective of these tasks is to
enhance the tools platform in order to enable pradeichodel construction and requirements
management at an industrial level. The work will focus on supporting the management and
traceability of requirements (T9.1), combining UML with Ev&n(T9.2), improving the scalability
of the tool platform (T9.3) ahsupporting extension of the mathematical language (79.4).

I Model Analysis Tools {asks T9.5 to T9.8. Mechanical verification and validation of models are at
the heart of the DEPLOY approach. The objective of these taskdésédop tools for verifyingnd
validating large, industriadized formal models by means of powerful proof techniques, animation,
testing and systematic model checking. Task T9.5 focuses on model animation and testing. Task
T9.6 works on model checking tools. Task T9.7 will imprtve prover performance. Task T9.8 will
address specifically the integrity of the proof tools.

Organization and schedulinglt would not be conceivable to start such ambitious work from scratch,

and we have the good fortune to benefit from the excellerit done in the RODIN project which led

to an open platform and a series of prototype plugins. All of the tool development work undertaken in

WP9 will build on the existing Eclipseased platform developed by the RODIN project. The open

Eclipse platform is leeady weltsupported and used in industry which means that our efforts will benefit

a large industrial community. The base provided by RODIN will permit us to focus our work on

designingndustrial strengthtools

During DEPLOY's lifetime, we will consit further tooling improvements and extensions, if the need is
expressed by the industrial partners or arises from the methodology researchfoCius point planned

at M19 will allow the DEPLOY partners to refine the tooling objectives and to defirmwaeffort
distribution. The rdocus point will allow WP9 to take into account the industrial requirements that will
undoubtedly emerge during the pilot deployrtseof formal methods in WPWP4. The refocus point

will also serve as milestones to evalutite appropriateness of the technical choices made regarding the
adequacy between final tools and industrial requirements (e.g., scalability). In order to remain grounded
in industrial needs, early versions of tools will be fitddted by the industrial paers when depldigg

formal methods in WP1 to WP4

The following diagram shows the time spans of the WP tasks:
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Time (months)

Task 3 12 18 24 30 36 32 48

T9.1
T9.2
T9.3
T9.4
T9.5
T9.6
T9.7
T9.8

Workpackage 106 Technology transfer

Overview of WP

This workpackage addresses technology transfer for the industrial partners withiBRh®® project.

These activities are critical, especially within the first two years, due to the different backgrounds

industrial partners. Although some of the partners have considerable expertise in developing sys ’

refinement, others have tlé or no concrete experience. Moreover, even those partners with - .

experience will benefit from training in different aspects of system development by refinement ¢ I

adapting the refinement methodology to the particular challenges of their prdbleain and system

development process.

The primary objective of this WP is to help all of the industrial partners to develop the necessary

expertise to carry out their case studies. This includes:

1 technology providers installing and tutoring the indugsialwith relevant tools,

9 industrial system engineers using these tools, and

1 industrial managers understanding the advantages of using this technology and the process for its
integration.

The activities taken include specialized courses and seminarshandevelopment of webased

materials along with an accompanying web platform.

We plan the following technology transfer activities:

1 introductory courses, especially at the start, for all industry partners. These will cover all aspects
necessary to succdsy use the relevant tools, including requirements analysis, modelling,
refinement proofs, and incorporating these activities within their development processes.

9 specialized courses and seminars throughout the project. This will include courses aaltecithi
domainspecific topics required by the different partners, as well as courses for management.

The following diagram shows the time spans of the WP tasks:

Time (months)
6 12 18 24 30 36 42 48

Task

Ti0.1
Ti0.2
T10.3
Ti0.4
T10.5

Workpackage 116 Measurements

Objectives. The measurement workpackage aims at measurindpjastively as possible the impact of th-
deployment of advanced formal engineering methods on dependability and productivity. In the higl
terms, productivity and dependability may be defined as follows:

1 Dependabilityis an integrated concept defigi system ability to deliver a service that can be trusted ar
encompassing reliability, availability, safety, and security where the weight of these four attributes \
across domains and projects.

1 Productivityis the ability to provide competitive pilacts in terms of functionality, time to market, effort
and quality.

Structure. Measurement in DEPLOY is split in five tasks. The first two tasks FI11L2 determine

the measurement methodology, while tasks T-T1LB.5 define a measurement coordinatibategy so
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that measurement effort from each industrial deployment WP (within task TX.6 of each of them) learn
and benefit from each other

 T11.1-T11.2- Development of a methodology for measuring dependability and productivity. The
methodology will allowcustomisation to the specific domains. It will be based on the state of
research in software process measurement adapted to the use of formal methods and on the state of
measurement practice at the industrial partners. Specific metrics for measuringsfoenifitations
will also be identified.

1 T11.3T11.57 Measurement coordination. The first task will set up the measurement coordination. It
will defining the means to collect the data, starting from simple spreadsheets that might later evolve
in a more eborated data collection system (simple to use, with less overhead, more consistency
check, reminders,é) It will also enable to collect
and to keep a DEPLOWide consistency in the measurement processdmele for impacting
changes in the measurements (such as new measurements or enhancements). Such adaptations are
expected between the first and the second deployment. The actual measurements will take place
within TX.6, both for the pilot and enhanced thyments. DEPLOYwide trends will be analysed
within WP12 after the completion of project specific analysis. Efforts will also be devoted to make
the methodology reusable beyond the end of the project as a practical tool for managers leading
similar projeds.

Organisation and schedulingWP11 will follow the individual roadmap of each industrial deployment

1 During the global setip phase, the main task will be devoted to the methodology definition based on
the state of research and practices, includingdéatification of specific metrics for formal
specifications. This part will require the collaboration of all industrial partners to ensure that the
measurement methodology fits the industrial constraints. It will also be validated by the research
partnersduring a project meeting to make sure it follows the overall DEPLOY strategy and that it
correctly captures dependability and productivity issues.

9 Starting from the knowledge transfer period, the methodology will be instantiated into a specific
measuremerrocess for each industrial WP (within task TX.6). The instantiation will require
tailoring measurements taking care to address the peculiarities of each industrial partner because of
differences in the development processes, the nature of the orgarsizaiib sector specific issues.

1 Measurement data specific to each project will be gathered during tlegdite of the pilot
deployment (estimated to take place in year 2). The same process will be repeated as much as
possible on the reuse deployment festied to take place across years 3&4). The coordinated
measurement framework will ease the collection and mitigate the risk of overlooking data.

9 Draft reports will be updated continuously as the measurements proceeds. Sharing of anonymous
measurements witbke place after the end of the pilot study, and used to produce a first consolidated
document. A similar process will occur for the enhanced study. Conclusions will then be drawn from
those two iterations and across all the industrial domains. Givesathgle size of a few pilot
projects, conclusions cannot be overgeneralised. However, it is expected that they will identify
global trends, highlighting the areas where formal method are most successful, giving the rationale
behind it, identifying problemand suggesting possible adjustment for future deployments.

The following diagram shows the time spans of the WP tasks:

Time (months)
6 12 18 24 30 36 42 48

Task

Ti1.1
Ti1.2
Ti1.3
Ti1.4
T1i1.5

Management Workpackages: WP12NVP13

As coordinator, Newcastle is proposing as lightweight a management structure as can be reaso

expected given the size and complexity of DEPLOY. Broadly there are 4 levels of managemer

General assembly with 1 representative from each partner with authority to sign their institution uj .
project changes, a Project Board, chaired by Martyn Thpomao will take a strategic view of the ...
management of DEPLOY, a Project Management Office at Newcastle, charged wtthddgyproject

management and a workpackage layer responsible for a technical work within the workpackages.

Full details of the Managmeent structure and operation and of the duties and responsibilities of those at
each level of management are available in section B.2.
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All interactions between partners not covered in the DEPLOY contract with EU will be governed by a
Consortium Agreemenproduction of which will be driven by Newcastle from one of the EU approved
templates readily available. This document will be discussed with and accepted and signed by all
partners prior to the commencement of DEPLOY.

The management work in DEPLQOY is defd within 2 major work packages.
WP12 on Consortium Management incorporates the following tasks.

1 T12.1 on Project Infrastructure will ensure that adequate mechanisms for
communication and dissemination are available as soon as required.

i T12.2 on General Project Management covers the activities of the Newcastle
Project Management Office who will be responsible for-ttaglay management of
DEPLOY, and policy provision for IP and risk management.

I T12.3 on Project Board Operationdeals with strategic issuasd will define project
direction. Responsibility for this WP will be subcontracted to Martyn Thomas of
MTAL limited in order to give an independent perspective to such decisions.

The following diagram shows the time spans of the WP tasks:

Task Time (months)
6 12 18 24 30 36 42 48
Ti2.1
Ti2.2
T12.3

WP13 on Assasment and Quality control will police the project as a whole to ensure high quality work
within it and attempt to benchmark outputs for internal review @nts at monitoring project at the
following two levels:

1 assessment of the fulfilment of the projexsults with respect to its industrial deployment objectives.
This selfmonitoring task is essential in order to mitigate risks, in particular, those related to
satisfying real industrial needs in a fiyear period. The assessment will address the \ariou
dimensions of industrial deployment: training, pilot and reuse study, sector specific challenges and
assessment of tool adequacy. This will allow the management to detect unfitted work and react
according to its risk management strategy. It will als@ dntify uncovered new challenges to be
addressed in the latter part of the project. Note that the activities related to industrial development
will be directly supported by the measurement WP.

1 assessment of the quality of task results with respecetquality criteria specified prior to starting
the tasks and writing deliverables. This will be performed by internal-ceesws.

WP13 is structured as two tasksl3.1 on project assessmerdand T13.2 on Quality control. T13.1

will include assessment dikssing various dimensions of industrial deployment, whereas T13.2 will

conduct the quality control driven by the Project Management Office.

The following diagram shows the time spans of the WP tasks:

Time (months)

Task B iz 18 24 30 36 42 48

Ti3.1
Ti3.2

Dissemination and exploitation Workpackages: WP14NVP15

Objectives. DEPLOY will deliver advanced formal engineering methods for the developmer
complex dependable systems. The dissemination and exploitation WPs aim to connect the proji

the external world in a bidirectional way: DEPLOY will inflee the external world by providing ¢ ﬂl
set of tools, methods and documents, the external world provides DEPLOY with feedback ant

possible contributions (compatible tools and documents, extra research work). The disseminat
exploitation workpackges have the following objectives, helping us to ensure successful deploy
of the DEPLOY methods and tools:

1 Toincrease industry awareness of DEPLOY tools and methods,

1 To facilitate acceptance in industrial development processes,

1 To ease involvement @ixternal developers to the extension of the tooling,
1 To encourage academic world to contribute to theoretical topics.
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1 To enlarge user community and make European industry aware of DEPLQOY capabilities.

9 To cross fertilize DEPLOY outcomes with relevant ICHjpcts
Description of work and role of partners

Increasing industry awareness of DEPLOY tools and metholfglustry is not specifically waiting for
DEPLOY. An important communication effort is required to properly inform industrialists, at least those
acting in the domains of the deployments. To address this issue, project partners will present their work
in conferences in their domain (automotive, transportatsprace and business informaticseveral
Industry Days will be organized as well as Focusedishg Days. Dedicated hands sessions will be
organized on demand for the-site assessment.

Facilitating acceptance in industrial development processBgployments in the specific sectors will
precisely report on how the DEPLOY tools and methodsuserl and integrated into the existing
practices. Collecting feedback from the industry is in the core of this work to allow us to improve the
ongoing work on tools and methods, and to specifically address the issues that have not been identified
yet.

Easing involvement of external developers to the extension of the tooliBgternal developments
require evidences of the platform usability (testimonies) and a strong support (well documented API,
examples, short term bug tracking, and simple mechanisms tofde@quests). The EPL licence has
been chosen for the platform as it enables the development of rfrgatypplications. Having an
industrial structure maintaining the platform and a coordination structure defining theetamg
strategies and develogmt priorities, demonstrates stability and is a positive factor attracting developers.

Encouraging academics to contribute to theoretical topi¢taving an open platform widely spread in
industry, with several success stories, accompanied by theoretidapulalicly available on the central
DEPLOY website, will encourage academics to naturally participate in the addressing relevant research
challenges, during and after the lifetime of the project. We expect at least six PhD theses to be developed
within DEPLOY, helping us to make DEPLOY contribution to research more visible.

Collaborating closely with ICT SSAI&E ProjectsDEPLOY will actively organize synergies with
relevant ICT projects. Joint activities, production of dissemination materiabrdioation of
standardisation efforts armbntribution to repositories of reference implementations will give DEPLOY
results more weight on the international scene.

This work is conducted within WP14 on Dissemination of the results and WP15 on Exploitation of the
results. WP14 includes 3 taskfi15.1 on Electronic disseminationT15.2 on Public exhibitionsand
T15.3 on Collaboration with ICT SSAI&E projects.

The following diagram shows the time spans of the WP tasks:

Time (months)
6 12 18 24 30 36 42 48

Task

Ti4.1
Ti4.2
Ti4.3

WP15 includes 3 task3:15.1 on Active dissemiation, T15.2 on Management intellectual property
andT15.3 on Ensuring usability of the DEPLOY platform during and beyond the project

The following diagram shows the time spans of the WP tasks:

Task Time (months)
6 12 18 24 30 36 42 48
T15.1
T15.2
T15.3

WP14WP15 are lead by ClearSy and require a strong invawerof all partners: quality of the tooling
(WP9), accuracy of the methods (WRE8), clarity of deploymet return of experience (WPWP4)
and documentation produced (WWIP11) are all key items which will help DEPLOY tools to become
much more than anoth@rmal tool on the market.

This work is tightly coupled with all other WPs as most resources required are produced in the industrial
sector workpackages: WRNP4 for the sector deployments reports, WWR®8 for the academic
involvement, WP9 for the develep support and for technical coordination of tool and platform
development, WP10 for the educational resources, and WP11 for the quantifiable return of experience.
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Project Refocus
Project progress
DEPLOY is a four year FP7 Integrated Project staceéebruary 1, 2008. At the beginning of the project the

focus of the consortium was mainly on technology transfer to the deployment partners (including training),
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identification of their major methodological and tooling needs, joint work on mini pilots, @&ading strong

teams working on deployment in tf@ur specific sectors. At the next phase, the project moved to developing
advancing the tools, addressing the identified

medium scale pilots,

methodological challenges (focusimgainly on requirements and architecture) and developing measurement
(evidence) methodologies. During the first year a number of management steps have been undertaken: a

conducting advanced training,

management office was set in Newcastle Universitg Executive Board, meeting eaclménths, was created

and its procedures were defindtie project infrastructure was created (including mailing lists, BSCW file
sharing /repository, as well as project, tool platform, publication, and technology transfer web sites) and the
internal deliveable review/assessment procedure was set.

The main project aims for the second year have been to complete pilot (i.e. medium size applications typical for
depl oymentis,to t o
achieve wider dissemination, to produce the deployment strategy document and to conduct project refocus (i.e.
strategic changes in the Description of Work),

The most important areas of our ongoing work are

t he

f
f

f
f
f

depl oyment

partnersbd

domai ns)

completing development of the pilot apgations and learning lessons fronstiiork

making substantial methodological advances, ensuring rigorous and traceable transition from system

requiremats to the architectural models
extending the functionality of the platform by adding new ghgysugporting reuse
defining specific frameworks for collecting evidence in the four deployment partners and

developingnovelapproaches to structuring complex models.

The principal project aims for the remaining part of the second year are to completgitdttdeployment, to

intensify our work on making the tool platform more usable and scalable, to prepare for the full deployment
during the second part of the project, to extend the community of the external users and developers of our tools,

to ensure tat the refocused plans are being smoothly implemented and to produggtithedeployment
strategy document.

Major refocus issues
The project refocus has been driven by the needs of the deployment partners and aimed at increasing our chances

of achievingthe major objectives of the project.

The project has now in place a number of mechanisms for dealing with the outstanding issues and for managing
the risk. Even though these mechanisms have worked well during the first 1.5 years of DEPLQY, the consortium

has identified a number of issues, which will be better addressed by refocusing the project, i.e. by changing the
priorities and redirecting, where appropriate, the resources available.

These ar¢hese issueisientified:

1 The Executive Board and the Rzof Reviewers have come to the conclusion that during the first 1.5 years
DEPLOY work on measurement did not achieve the objectives set. The main reasons, identified by the

Executive Board and by the Reviewers, were as follows: focus on collestipghumerical measurements,

not sufficientunderstandingf the real processemd procedures afeploying new methods and tools in the
deployment partnergust to give an example&umerical measures are very rarely used as the major factor for
company decisims), limited project resources (not allowing us to conduct prohibitively costly comparative
clean room experiments on the numerical benefits of our methods and tools), as well as confidentiality of the
informationngboeéer péopduocducel vabyl ity

compani es o

0 Let us quoteherea recommendation from thé'y e a r
not ripe for installation of numerical measurements, for three reasons: (1) the validation of
measurements requires stability in th@pélcation of standard procedures, which is not realistic in
the timescale of this innovative project; (2) the actual numerical measures (e.g., of error rates) are

r e v iWewuggest fhat the time

of necessity highly confidential to the industries concerned; (3) A qualitative assesgrhagtilp

reputed staff in well respected industries will be more convincing than any numerical
ents.

coef fi

During the first 1.5 years dhe projectseveral deployment partners have recognised the importance of code

ci

0

generation for the successful depl@mhin their companies/sectors. SBecompaniesow have first hand

experience in using our tools and methods and understand better how to achieve successful deployment.

They strongly believe that developing methods and tools for code generation willtladiowto experiment
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with the generated code atml cover the complete development cy@ed, as suchyill be critical for the
successful deployment of all methods and tools. The Executive Board recognises the importance of this work
for both, the deployent partners and for the successful external dissemination of the project results
(including for the posDEPLQY time).

1 The project has realised that developing advanced tools for model based testing is crucial for the successful
deploymentof our methodsand toolsin some companies/sectors. These tools will allow these companies to
ensure the quality of the code produced using DEPLOY methods and tools, and, depending on the specific
development processewiill provide the mainevidencethat the code reallymplements higher level
models/specifications, used as the reference documents.

1 Following project initial work on the mirmpilots and pilots, the deployment partners have identified the
provision of support for designingeal time systems as a high pitgrtopic, which needs more focused
efforts in the remaining lifetime of DEPLOY. The issues specifically include a capability to express modal
temporal properties in an EveBt model and timing properties in the Evd@htmachines. Investigation of
these mdtodological research issues will directly contribute into project work on code generation for parallel
systems, where we will need to develop techniques for creating tasking and synchronisation structures of the
detailedmodels.

1 We believethat we have bee extremely successful in building an external community of followers: the
project operates several active mailing lists on SourceForge, the DEPLOY Interest Group has now more than
40 members, on July 167, 2009 we run Rodin User and Developer Workshd®oimthamptonwww.event
b.org/rodin09.html attended by more than 60 participants. Even with this success we have identified a niche,
where we can do better. This is concerned with setting a closerratopewith some (few) external
companies with the airaf conducing an initial deployment involvingnly 1 or 2 projecpartnersin work
with each of theseThis initial work will help these companies to géinsthandknowledge of and expertise
in our twols and methods to allow them to conduct further independent evaluation of the tools and methods,
and to finally make a decision about their possible deeper deployAtehe same time this activity will not
distract the project from its main work withetideployment partners.

o This idea directly follows the proposal we received during thg & a r  r la partieular; thef
project should build up a wider constituency of industrial and academic associates, who will form
the initial clientele of the proped notfor-profit institute. This will spread the benefits of the
collaboration much more widely and over a |l onge

1 Nokia did not join the consortium and all work on deployment in the pervasive telecom sector is cancelled
and removed from th®esciption of Work The resources made available allow us to support several
priority directions during the refocus.

Solutions sought and proposed
The solutions proposed/tthe consortium are as follows.

9 Evidence In April 2009 the Executive Board createdanPl of independent expertasked with conducting
the review of the project work on measurement. The recommendations of the panel, influenced to some
extent by the survey of the recent experience in applying formal methods in ifjwséme approved bthe
Board in May 2009 and drove the revision of our work in WP11 and tasBsX~1..4)

1 WP11 is refocused away from genernteasurementsowards targetig evidencethat will help
companies to decide whether to adopt formal methods, what the costsnafits vl be, and how
they should plan their adoption. Evidence will in many cases be qualitative, tuld med rule out
using quantitative evidence where that is valuable and available. WP11 is renamed Evidence.

1 TheWP11 objectives are revised to mdkelear that the WP exists to support decisioaking in
organisations considering the adoption of formal engineering methods for dependable systems.
Specifically, the WP

0 supports the deployment partners in gathering evidence of the quality and tygreeyhaeed
to assess the formal engineering methods and tools being deployed within their own
organisations

o discovers and reports the forms of evidence required to support such decisions in organisations

that might come in a A saside narde ovindustrysectofs d e pl oy me
0 prepares and presents evidence gathered in the DEPLOY project to the wider engineering
community

1 The WP11description is revised so as to describe work in three strands:

0 evidence to support the deployment partners in \WHPY: (i) gathering information on the
evidence that influences the judgement to employ a particular formal engineering technique
(this is gathered through personal interviews and discussions, with the understanding that
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factors influencing adoption deaisis may be qualitative, even subjective, judgements, or may
involve some simple measures) and (ii) supporting the gathering of the evidence identified
above,possiblyby assessing models and code produced in the pilot studies, by developing
plug-ins, etc.

o evidence for the fAsecond waveodo adopters: (i)
(e.g. the DEPLOY Associatéssee below) of the evidence and qualities required to support an
adoption decision in those organisations, and (ii) feeding this imfitom back to the
deployment studies

o0 evidence for the industrial and academic engineering community: preparing and disseminating
evidence derived from the deployment studies.

1 In May-June, 2009 four meetings were organiseédhe deployment partngis s to gagher the
evidence specific for the companies and to understand the ways the concrete decisions about
deploying methods and tools are made. The results of these studies together with the taxonomy of
evidence and plans for collecting evidence durirgrémaining part of DEPLOY are reported in the
resubmitted deliverable D7 (M18).

1 Code generation Three major approaches to code generation have been identified during project meetings
in May-July 2009: enriching Ever2 with explicit structures foexpresing sequential and algorithmgteps
in later refinement stages, synthesising sequential and concurrent codiadrexisting lowlevel EventB
models, and exploiting thexisting code generation facilities of Ateli® f or icl assical o
investgation of these approaches has been already carried out by the panjeetrs in WP9It will
continue and will result in choosing a unified approach to be pursued. We are using a set of examples/case
studies to condudchis initial investigation and t@ompare different solutions. This work will clearly require
substantial extra resources to allow us to produce workable and general solutions, supporting geheration
the sequential and concurremde in various languages (e.g. RavenScare Ada and Mistra

1 Model-based testing A prototype modebased testing tool was developed in the RODIN project, but will
need major improvements in order to be applicable to the-targle industrial models and be suitable to the
industrial needs of the deployment fpersin DEPLOY. In particular, the approach needs to be fully adapted
to EventB by detecting event coverage. We also ngefind a flexible way to specify and detect valid end
states, as well as a way to translate test cases of deliglhmodel into ést cases of a refined model. Special
techniques for optimizing and minimizing test cases need to be developed.

1 Modelling & Analysis of RealTime Systems The highpriority issues identified during our study in April
July, 2009 include (i) adding a capltlyito express modal temporal properties in an EARmodel, without
refereeing to explicit measures of time and (ii) expressing explicit timing properties in theBEvaathines,
with a view to performing worstase execution time (WCET) or scheduliagalysis, by, for example,
associating timing budgets with events or threads/tasks/processes.

1 DEPLOY Associates The project hagust created a mechanism for technology transfer to a number of
DEPLOY Associate$ the external industrial establishments wsthong interest in our methods and tools.
We havenow an infrastructure in place for organising dedicated intensive training and joint work on
developing minipilots with such companies. These companies, called DEPLOY Associates, will be
associated to theroject, but will not become project members, the decigicaccept themvill be made on
the case by case basis. This activity will follow the rules and procedure defined by the Executive Board in the
DEPLOY Associate Agreement documérdee Appendix AWe realise the limited resources we can devote
to this work, but we feel that we can seriously extend project outreach by invaeiusgalDEPLOY
Associates.

Let us now provide a brief summary of the main changes iDéseription of Workmplementing he solutions

described:

I The Evidence WP11 arttie Evidence Gathering and Documentafl@sks &.6 (x=1.4). The descriptions
of WP11 and Tasksxl6 have been completely rewrittendapturethe new approach to providing evidence.
In this work the consorim will need to conduct a substantial number of interview/discussions and process
their results. The Executive Board believes tttég will not require extra resources. We plan to produce
public deliverables D10, D29 and D46 (with the restricted Annexesrefif requested by the deployment
partners).

1 A new Code Generation Task (T9.9) is integrated in WoR®escribehe plan for conducting tooling work on
code genet#on. The requiredextraresources are taken from the former WP5.

1 A new Model Based TestinTask (T9.10) is now included in WP9. This work will be based on extending the
ProB plugin and is backd by the resources from the former WP5.

1 A new Task T8.5 on Modelling & Analysis of Re@ime Systems is now integrated in WH8ming gets a
mention iNWP8 already in Task T8.1 work that suggests examining time bands as a way of managing the
analysis of timing properties. We retain this but add a new Task T8.5 that addresses the technical aspects of
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threads, modal temporal properties and explicit reaé tprimarily in EvenB. The required resources are
partially taken from the former WP5.

A brief description othe project work with the DEPLOY Associates is included in WP13, more specifically

in Task T13.1 on Active Exploitation. This work will be goned by the DEPLOY Associates Agreement.

The results of this work will be reported as part of deliverables D37 and D52. We plan to work with (possibly
two) batches of DEPLOY Associates to save on their training. The Executive Board plans to have no more
then 5 Associates in the remainitietime of the project. The required resources are taken from the former
WP5.

Medium-scale changes
This is the list of the mediurscale changes in our Workplan:

1

In our work on deployment in the automotive sector (WP1) we b&en using a cruise control system as the
pilot from the very beginning of the project. The YWeam found this to be a better choice, than the initially
planned micro hybrid system. Deliverable D5 (M12) already reports the initial work on this pilot.

WP2 has now a new Task on Data Validation (T2.9), which focuses on using ProB for validagameof
properties othe network infrastructures. We expect here the first successful deployment of our methods and
tools in Siemens. This work is supported by mgwesource within WP2.

Following the recommendations of the Panel of independent experts, who evaluated project work on
measurement (see above), the Executive Board has decided to modify Task on Project Assessment (T13.1) in
WP13. This task is now focumgy on evaluating the operation of the project in the way that best support the
project Coordinator and the Executive Board by providingaigate data of genuine value (evidence).
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WP Work package title Activ Lead Person | Start | End
No ity beneficiary months | M-th | M-th
Type no. & name
WP 1 | Deployment in the automotive sector RTD 3, Bosch 250 1 48
WP 2 | Deployment in the transportation sector RTD 10, Siemens 110 1 48
WP 3 | Deployment in the space sector RTD 11, SSF 101 1 48
WP 4 | Depoyment in the business information sec| RTD 9, SAP 218 1 48
WP 6 | Requirements validation and evolution RTD | 13, Southampton 69 1 48
WP 7 | Productivity through reuse RTD 2, Aabo 71 1 48
WP 8 | Achieving and demonstrating dependability| RTD 1, Newcastle 88 1 48
WP 9 | Tooling research and development RTD 12, Systerel 265 1 48
WP 10 | Technology transfer RTD 6, ETHZ 70 5 48
WP 11 | Evidence RTD 4, CETIC 58 1 48
WP 12 | Consortium management MGT 1, Newcastle 116 1 48
WP 13 | Assessment and quality control MGT 4, CETIC 28 1 48
WP 14 | Dissemination of the results RTD 5, ClearSy 64 1 48
WP 15 | Exploitation of the results RTD 5, ClearSy 37 1 48
TOTAL 1545
B.1.3.4 Deliverables list
Del. | Deliverable name WP | Lead | Esti- Na- | Dissemi Deli-
no. no. | bene | mated | tu- | nation very
-fici- | indica- | re level date
ary tive
person
months
D1 D12.1 Report on creation of DEPLOY 12 1 8 R Re M3
infrastructure
D2 D14.1- 8 Electronic newsletters n°1 to 8 14 5 12 R Pu M6 i
M48
D3 D14.9 Collaboration Plan 14 5 7 R Pu M6
D4 D15.1 Initial Disemination/Exploitation Plan | 15 5 6 R Pu M6
D5 JD1: Report on Knowledge Transfer 1-5 6 83 R Pu M12
D6 D9.1 Model construction tools and analysis 9 12 58 R Pu M12
tools
D7 D11.1 Measurement Methodology Guide 11 4 12 R Pu M12
D8 D 10.1 Teaching material 10 6 24 R Pu M12
D9 D10.2 Design and Implementation of 10 6 18 R Pu M12
technology transfer platform
D10 | D11.2 Initial data collection framework 11 4 11 R Pu (with | M24
Re
Appendix)
D11 | D12.2 ' Annual Management Report 12 1 18 R Re M12
D12 | D13.1 Yea 1 Annual Project Assessment 13 4 9 R Re M12
Report
D13 | D14.10 Collaboration Report 14 5 7 R Pu M12
D14 | D15.2 Year 1 Annual 15 5 7 R Pu M12
Dissemination/Exploitation Report
D15 | D6.1 Advances in Methodological WPs 6-8 1 76 R Pu M17
D16 | D2.1: Pilot D@loyment in Transportation 2 10 31 R Pu M18
D17 | D10.3 Initial port of technology transfer 10 6 12 R Pu M18
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